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The trick questions dark pattern

HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic 4
means such as email, SMS and MMS) about promotions, special offers and

discounts from Virgin Active. If you would prefer not to hear about these please untick

this box.

We would also like to share your information with other Virgin companies and other N4
carefully selected organisations so that they may contact you from time to time

(including by electronic means such as email, SMS and MMS) about promotions,

special offers and discounts we think may be of interest to you. Please untick this box

If you would like to hear about these.
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HOW WE CONTACT YOU
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v
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special offers and discounts we think may be of interest to you. Please untick this box
if you would like to hear about these.



Dark pattern taxonomies

TYPES OF DARKPATTERN

Trick questions

While filling in a form you respond to a question that tricks you into giving an answer you ¢
intend. When glanced upon quickly the question appears to ask one thing, but when read
asks ancther thing entirely.

Sneak into Basket

You attempt to purchase scmething, but somewhere in the purchasing journey the site sn
additional item into your basket, often through the use of an opt-out radio outton or chacl
prior page.

Roach Motel
You get into a situation very easily, but then you find it is hard to get out of it (e.g. a premi.
subscription).

Privacy Zuckering

You are tricked into puklicly sharing more information about yourself than you really inter
Named after Facebook CEOQ Mark Zuckerberg,

Price Comparison Prevention
The retailer makes it hard for you to compare the price of an item with another item, 50 yc

make an informed decision.

Misdirection

Ihe design purposefully focuses your attention on one thing in order to distract you attent
another.

Hidden Costs
You get to the last step of the checkout precess, only to discover some unexpected charge
appeared, e.g. delivery charges, tax, etc.

Brignull, https://darkpatterns.org
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Reguirng the user to perform a
certair action to access (or
continue 10 access) certain

funchianaly

INCLUDES:
Sozial Pyrarmid Grignu *Privacy
Zuexeringand Gamifizatior

Gray et al., The Dark (Patterns) Side of UX Design, 2018

Other taxonomies: Conti & Sobiesk (2010), Zagal et al (2013), Greenberg et al (2014), Bosch et al (2016), Mathur et al (2019)




Motivating questions

1. What makes a user interface design a dark pattern?
2. What makes a dark pattern normatively problematic?

3. How can researchers help policymakers decide
when to intervene”?



A review of the dark patterns literature

 Reviewed the dark patterns literature from the HCI
community, security and privacy community, and law journals

= 20 academic publications compiled by searching the
ACM Digital Library, Google Scholar, and arXiv

* Additionally included legislation and regulatory materials
about dark patterns

= DETOUR Act, CCPA, reports from the CNIL and the NCC



A review of the dark patterns literature
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Dark patterns as a thematic research area
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Dark patterns as a thematic research area

Modify
decision space

Manipulate
> Information
flow
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the current dark patterns
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Dark patterns as a thematic research area

e |Instead, interrelated themes bind
the current dark patterns
scholarship together

Modify
e Parallel to Solove’s seminal decision space

observation that privacy is a

Wittgensteinian family of distinct |
conce p'tS Manipulate

» Information
flow
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Descriptive — normative considerations

 We argue that researchers should focus on the normative
considerations that motivate the descriptive themes

* Choice architecture research in other disciplines (e.g.,

behavioral psychology/economics & philosophy) has
surfaced various normative considerations

15



Four normative lenses

Individual
welfare

Collective
welfare

Regulatory
compliance

Individual
autonomy

Before you continue...

HuffPost is part of Oath. Oath and our partners need your consent to access your
device and use your data (including location) to understand your interests, and
provide and measure personalised ads. Oath will also provide you with
personalised ads on partner products. Select 'OK' to continue and
allow Qath and our partners to use your data, or select 'Manage options' to view
your choices.
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Before you continue...

HuffPost is part of Qath. Oath and our partners need your consent to access your
device and use your data (including location) to understand your interests, and
provide and measure personalised ads. Oath will also provide you with
personalised ads on partner products. L carn more. Select 'OK' to continue and
allow QOath and our partners to use your data, or select ‘Manage options' to view
your choices.

 Financialloss ¢ Loss of privacy ¢ Cognitive burden
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Four normative lenses

Individual
welfare

Before you continue...

COl Iective HuffPost is part of Qath. Oath and our partners need your consent to access your
device and use your data (including location) to understand your interests, and
welfare provide and measure personalised ads. Oath will also provide you with
personalised ads on partner products. L carn more. Select 'OK' to continue and
allow QOath and our partners to use your data, or select ‘Manage options' to view
your choices.

Regm?tory “ Manage options
compliance

Individual y: :

autonomy Market competition Trust in the market
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Four normative lenses

Individual
welfare
Before you continue...
C0| Iective HuffPost is part of Oath. Oath and our partners need your consent to access your
device and use your data (including location) to understand your interests, and
Welfare provide and measure personalised ads. Oath will also provide you with

personalised ads on partner products. L carn more. Select 'OK' to continue and
allow QOath and our partners to use your data, or select ‘Manage options' to view
your choices.

. Manage options
compliance

Individual
autonomy

e Undermine CCPA e Undermine GDPR
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Four normative lenses

Individual
welfare

Collective
welfare

Regulatory
compliance

Individual
autonomy

Before you continue...

HuffPost is part of Qath. Oath and our partners need your consent to access your
device and use your data (including location) to understand your interests, and
provide and measure personalised ads. Oath will also provide you with
personalised ads on partner products. L carn more. Select 'OK' to continue and
allow QOath and our partners to use your data, or select ‘Manage options' to view
your choices.

* Impede free and informed decision making
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Normative lenses — measurements

* The four normative lenses offer us different perspectives to
view dark patterns

= HCI| researchers can use established empirical methods
to analyze dark patterns through these normative lenses

= Such analyses can help us move beyond ad hoc and
descriptive labels, and instead focus on assessing how,
exactly, dark patterns raise specific normative concerns

21



Case study: Trick questions

HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic

Vv
means such as email, SMS and MMS) about promotions, special offers and U nCheCk tO Opt OUt

discounts from Virgin Active. If you would prefer not to hear about these please untick
this box.

We would also like to share your information with other Virgin companies and other N4
carefully selected organisations so that they may contact you from time to time

(including by electronic means such as email, SMS and MMS) about promotions,

special offers and discounts we think may be of interest to you. Please untick this box

If you would like to hear about these.

Check to opt out

22



Case study: Trick questions



Case study: Trick questions

Step 1: Select a normative lens

Individual Collective Regulatory Individual
welfare welfare compliance autonomy
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Case study: Trick questions

Step 1: Select a normative lens
Individual Collective Regulatory Individual
welfare welfare compliance autonomy

Step 2: Select a measurement method
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Case study: Trick questions

Step 1: Select a normative lens
Individual Collective Regulatory Individual
welfare welfare compliance autonomy

Step 2: Select a measurement method

= | ab experiment
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if you would like to hear about these.

Loss of

— privacy

Compare alignment with
users’ privacy preferences
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——— privacy

HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic v v
means such as email, SMS and MMS) about promotions, special offers and
discounts from Virgin Active. If you would prefer not to hear about these please untick

it B - Compare alignment with
aseline <
We would also like to share your information with other Virgin companies and other 4 u Se rS p rlvaCy p refe re n Ces

carefully selected organisations so that they may contact you from time to time
(including by electronic means such as email, SMS and MMS) about promotions,
special offers and discounts we think may be of interest to you ~Please-tintickthisbox—

If vou would prefer for us to not share vour information, please untick this box.
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HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic v
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discounts from Virgin Active. If you would prefer not to hear about these please untick

this box. Dark pattern

We would also like to share your information with other Virgin companies and other v
carefully selected organisations so that they may contact you from time to time

(including by electronic means such as email, SMS and MMS) about promotions,

special offers and discounts we think may be of interest to you. Please untick this box
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N RRRRRRRRERERERRRRRERERRIRRBIIE prlvacy

Loss of

HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic v v
means such as email, SMS and MMS) about promotions, special offers and
discounts from Virgin Active. If you would prefer not to hear about these please untick

tis bo. B : Compare alignment with
aseline o
We would also like to share your information with other Virgin companies and other 4 u Se rS p rlvaCy p refe re n Ces

carefully selected organisations so that they may contact you from time to time
(including by electronic means such as email, SMS and MMS) about promotions,
special offers and discounts we think may be of interest to you ~Please-tintickthisbox—

fromvoriteto-hesrabosthose: D Interpret a sufficient deviation from
vou would prefer for us to not share vour information, please untick this box. _ _

questions is a dark pattern under the
individual welfare lens
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Step 1: Select a normative lens

Individual Collective Regulatory Individual
welfare welfare compliance autonomy
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Case study: Trick questions

Step 1: Select a normative lens

Individual Collective Regulatory

Individual
welfare welfare compliance autonomy

Step 2: Select a measurement method

= Survey

36
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HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic Vv
means such as email, SMS and MMS) about promotions, special offers and
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We would also like to share your information with other Virgin companies and other N4 OptIOnS |n the USGF IﬂterfaCe’P
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39



Case study: Trick questions

HOW WE CONTACT YOU l

By providing your details you agree that we can contact you (including by electronic Vv
means such as email, SMS and MMS) about promotions, special offers and
discounts from Virgin Active. If you would prefer not to hear about these please untick

this box. Dark pattern Do users notice the available
We would also like to share your information with other Virgin companies and other N4 OpthnS |n the USGF |nte rfaCe’P

carefully selected organisations so that they may contact you from time to time
(including by electronic means such as email, SMS and MMS) about promotions,
special offers and discounts we think may be of interest to you. Please untick this box

if you would like to hear about these. _} Interpret If Only a Small ,OI’0,00I"l'IOn Of
users recognize the full range of

options as evidence that trick
questions is a dark pattern under
the individual autonomy lens
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What makes a dark pattern... dark?

 \We reviewed the dark patterns literature in HCI and related
areas of computer science, identify two themes that
describe dark patterns

 \We described a set of four normative lenses that could guide
future dark patterns research

* \We propose that HCI researchers use methods that align
with those normative perspectives to demonstrate when a
user interface becomes “dark”

@aruneshmathur amathur@princeton.edu
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