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The trick questions dark pattern



Other taxonomies: Conti & Sobiesk (2010), Zagal et al (2013), Greenberg et al (2014), Bösch et al (2016), Mathur et al (2019)

Dark pattern taxonomies

Brignull, https://darkpatterns.org

Gray et al., The Dark (Patterns) Side of UX Design, 2018



Motivating questions

1. What makes a user interface design a dark pattern?


2. What makes a dark pattern normatively problematic?


3. How can researchers help policymakers decide 
when to intervene?
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A review of the dark patterns literature

• Reviewed the dark patterns literature from the HCI 
community, security and privacy community, and law journals


➡ 20 academic publications compiled by searching the 
ACM Digital Library, Google Scholar, and arXiv


• Additionally included legislation and regulatory materials 
about dark patterns


➡ DETOUR Act, CCPA, reports from the CNIL and the NCC
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A review of the dark patterns literature

• Significant variation 
among the facets 
reflected in the dark 
pattern definitions


• Definitions diverge along 
several facets


• Conceptual inconsistency 
with the dark pattern 
types in the taxonomies
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Dark patterns as a thematic research area
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Descriptive ➞ normative considerations

• We argue that researchers should focus on the normative 
considerations that motivate the descriptive themes 


• Choice architecture research in other disciplines (e.g., 
behavioral psychology/economics & philosophy) has 
surfaced various normative considerations
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• Impede free and informed decision making
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• The four normative lenses offer us different perspectives to 
view dark patterns

Normative lenses ➞ measurements

➡ HCI researchers can use established empirical methods 
to analyze dark patterns through these normative lenses


➡ Such analyses can help us move beyond ad hoc and 
descriptive labels, and instead focus on assessing how, 
exactly, dark patterns raise specific normative concerns



Case study: Trick questions
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Case study: Trick questions

➞ Interpret if only a small proportion of 
users recognize the full range of 
options as evidence that trick 
questions is a dark pattern under 
the individual autonomy lens
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What makes a dark pattern… dark? 

• We reviewed the dark patterns literature in HCI and related 
areas of computer science, identify two themes that 
describe dark patterns


• We described a set of four normative lenses that could guide 
future dark patterns research


• We propose that HCI researchers use methods that align 
with those normative perspectives to demonstrate when a 
user interface becomes “dark”
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