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Dark patterns are user interface design choices

that benefit an online service by coercing,
steering, or deceiving users into making
decisions that — if fully informed and capable of

selecting alternatives — they might not make.
b
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How can we identify and measure
dark patterns on the web at scale?




Why Measurement?

1. Document a wide variety of dark patterns
2. Measurement can be the basis of building defenses

3. Companies respond to public pressure; precedents
Include privacy & security measurement studies



Our study: Shopping Websites
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Contributions

1. Developed automated techniques to help experts
identify dark patterns on the web at scale

2. Created a data set of 1,818 dark patterns on 1,254
shopping websites (~11.1%)

3. Documented the third-party entities that enable
dark patterns on websites

4. Created a descriptive taxonomy that characterizes
how dark patterns work



Contributions

1. Developed automated techniques to help experts
identify dark patterns on the web at scale

2. Created a data set of 1,818 dark patterns on 1,254
shopping websites (~11.1%)
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Clustering Segments
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DP #1: Urgency — Timers

Wait!
NEW VIP MEMBER EXCLUSIVE P YOUR CART QUALlFlES FOR
15% OFF YOUR ENTIRE ORDER.
2 STYLES FOR $29.95 - °
d + FREE SHIPPING f‘ Offer Expires in:
Your personal boutique is the works and will be here within 12 hours. r
But don't wait to hop ew season styles have already arrived!

219]5]5

Enter your email to activate your unique,
limited-time offer:

. ' 00:59:48

393 instances (157 deceptive)




DP #2: Sneaking — Snheak into Basket

® Instock: 5hios [ ¢ 2

TODAY'S SALE!- VALID ONLINE ONLY- *Up To 45% Off + Free Local Delivery

Q) Tv:
D 2) O, ) ADDTOMY CART

Delivery Info Billing Info Review & Place Order 1
Need assistance? We are here to help! Call us any time at 877-638-3303 @ LIFETIM Q D 110% |
|1t 90 tUT g Pri
Log.in to apply your points or discounts and earn even more points towards future purchases :
Send me purchase updates on Messenger
Item Qty Price Subtotal Send1o @) Messenger
. Dreaming of Tuscany 1 B $52.99 $52.99
A Selected: "As Shown" @ LG V40 ThinQ - Full Edge Tempered Glass Screen
2nd choice: similar as possible, same look and feel Protector, Black

$3.99 $3.99 ' $4.99

<>

* Greeting Card Service 1

Selected: "STANDARD" v Add to my cart

[ Instances



DP #3: Sneaking — Hidden Subscription

15 bottles for JUST $13.29 each

$199.35

» Case - SAVE over $100 @
Collection

arage bottle rating

SAVE $107.00

Shipping Rates

Enjoy FREE shipping with WSJwine
Advantage

Learn More

14 Instances

/,
VIP +ewa (Kf

YOU DESERVE OUR SPECIAL TREATMENT!

— - -

Start saving with the Ross-Simons VIP Rewards Club!
| Annual benefits include:

» Three $50 gift coupons (5150 total) to use on three
distinct purchases - it more than pays for itself!

» Free 2-business-day domestic shipping.
» Free shipping on jewelry returns.

» Exclusive invitation-only savings events that you'll
receive several times a year.

e Priority phone line answered by a dedicated VIP
consultant to assist you.

Just $95.00

JOIN TODAY

Already a member? Sign In.

Terms and conditions




DP #4: Social Proof — Activity Notification

Few Left

, X
Jacqueline from 761
Jacksonville just saved tems <old . .
$52 on her order thic hour @ 28 viewed in last 24 hours
R RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRERRRRRRRRIIm

313 instances (29 deceptive)



DP #4: Social Proof — Activity Notification

Ms = ["Abigail", "Alexandra", "Alexis", "Alicia", "Allison",
"Alyssa'", "Amanda", "Amber", "Amy", "Andrea", "Angela', "Anna",
"April", "Ashley", "Brianna", "Brittany", "Brittney", "Brooke",
"Caitlin", "Caroline", "Cassandra', "Catherine", "Chelsea",
"Christina", "Christine", "Courtney", "Crystal", "Danielle",
"Destiny", "Diana", "Elizabeth", "Emily", "Emma", "Erica",
"Erika", "Erin", "Gabrielle", "Grace", "Hailey", "Haley",

>x< "Hannah", "Heather", "Isabella", "Jacqueline", "Jamie", "Jasmine",

Jacqueline from 76 1 "Jenna", "Jennifer", "Jessica", "Jordan", "Julia", "Julie",
) ) "Kaitlyn", "Katelyn", "Katherine", "Kathryn", "Katie", "Kayla",
Jacksonville just saved + d
$52 h d Iiems so "Lauren", "Leah", "Lindsay", "Lindsey", "Lisa", "Madison",
on er oraer th|s hour "Maria", "Marissa", "Mary", "Megan", "Melissa", "Michelle",

4 "Molly", "Monica", "Morgan", "Natalie", "Nicole", "Olivia",

"Kelly", "Kelsey", "Kimberly", "Kristen", "Kristin", "Laura",

"Paige", "Rachel", "Rebecca", "Samantha", "Sara", '"Sarah",

"Savannah", "Shannon", "Shelby", "Sierra", "Sophia"', "Stephanie",
"Sydney", "Taylor", "Tiffany", "Vanessa', "Victoria", "Whitney"

1,

As = ["Albuquerque", "Anaheim", "Arlington", "Atlanta", "Aurora",
"Austin", "Bakersfield", "Baltimore", "Boston", "Charlotte",
"Chicago", "Cleveland", "Colorado", "Columbus", "Dallas",
"Denver", "Detroit", "El Paso", "Fort Worth", "Fresno",
"Honolulu", "Houston", "Indianapolis", "Jacksonville", "Kansas ",
"Las Vegas", "Long Beach", "Los Angeles", "Louisville", "Memphis",
"Mesa", "Miami", "Milwaukee', "Minneapolis", "Nashville",

"New Orleans", "New York City", "Oakland", "Oklahoma ", "Omaha",
"Philadelphia", "Phoenix", "Portland", "Raleigh", "Riverside",
"Sacramento", "San Antonio", "San Diego", "San Francisco",

"San Jose", "Santa Ana", "Seattle", "St. Louis", "Tampa"“,
"Tucson", "Tulsa", "Virginia", "Washington", "Wichita"

1,

R RRRRRRRRRRRRRRRRRREEEEEEDDDD—D—D—Cmmm———mmE



DP #5: Misdirection — Visual Interference

CONTACT PREFERENCES

Please select Yes below if you are happy to receive email notifications of exclusive member offers from
M8 Group companies. You will always have the option to unsubscribe from any emails you decide you
would rather not receive.

| do want to hear
YES about exclusive
offers & discounts

Don't worry, we will never sell or rent your personal information, it's part of our privacy policy. Also, you can
update your preferences and unsubscribe from 'My Account' at any time.

25 Instances



Code, Data, and More Examples

Revisions Citation Links Contact

Dark Patterns at Scale: Findings from a Crawl of 11K
Shopping Websites

Accepted at ACM CSCW 2019

Dark patterns are user interface design choices that benefit an online service by coercing, steering, or
deceiving users into making unintended and potentially harmful decisions. We conducted a large-scale study,
analyzing ~53K product pages from ~11K shopping websites to characterize and quantify the prevalence of
dark patterns.

Read the paper (final version) »

Please see the list of revisions here.

Findings
> We discovered 1,818 instances of dark patterns on shopping websites, which together represent 15 types of dark patterns.

> These 1,818 dark patterns were present on 1,254 of the ~11K shopping websites (~11.1%) in our data set. Shopping websites that were more
popular, according to Alexa rankings, were more likely to feature dark patterns.

> We demonstrate which of the dark patterns that we discovered rely on consumer deception. In total, we uncovered 234 instances of
deceptive dark patterns across 183 websites.

> We identify 22 third-party entities that provide shopping websites with the ability to create dark patterns on their sites. Two of these entities
openly advertise practices that enable deceptive messages.

webtransparency.cs.princeton.edu/dark-patterns



What can we do about dark

patterns?
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Future Research

Conduct longitudinal measurements of the prevalence of
dark patterns on the web

Study the effect of interventions (e.g., reporting about
websites’ dark patterns) on prevalence

Gather users’ perceptions of the types of dark patterns,
and examine the effect of dark patterns on user behavior

Study the design process: how do dark patterns emerge”?



Technical Solutions

- 1+

ADD TO CART - §$29.99

1116 Claimed! Hurry, only a few left! A

00 03 55 60 4

______

This is an instance of Dark Pattern
called ‘Countdown Timer’. The timer

- might be fake. Click to learn more,

Browser extension to alert users about dark patterns, or
block third-parties that enable dark patterns



Legal Solutions

Many deceptive dark patterns violate Section 5 of the
Federal Trade Commission (FTC) Act

“Sneaking” dark patterns violate the Consumer Rights
Directive in the UK

Industry specific rules in the United States: Funeral Rule,
Used Car Rule

Many consent dark patterns do not constitute informed
and freely given consent under General Data Protection

Regulation (GDPR)



Policy Proposals

@, Mark Warner & v
' @MarkWarner

You might not have heard of a “dark pattern,” but chances

are you've seen these annoying, manipulative designs . .

trying to trick you into clicking, buying, or signing up for P rO p Osed D ece pt I Ve EX p e rl e n CeS
something you don't want. Today | introduced the . .

DETOUR Act with @SenatorFischer to do something TO O N I IN e U Se rS Red U Ct | O N

about them.

(DETOUR) act reins in more broadly
against design that “obscures,
subverts, or impairs user autonomy
and decision-making”.

1:00 PM - Apr 9, 2019 - Twitter Web Client




. Developed automated techniques to help experts identify dark patterns
on the web at scale

2. Created a data set of 1,818 dark patterns on 1,254 shopping websites
3. Documented 22 third-party entities that enable dark patterns on websites

4. Created a descriptive taxonomy that characterizes how dark patterns
work

webtransparency.cs.princeton.edu/dark-patterns

W amathur@cs.princeton.edu

Questions”

W @aruneshmathur




