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IMPORTANT TO APPLY APP UPDATES 

IMMEDIATELY AND REGULARLY !
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ONLY 16% UPDATED APPS 

IMMEDIATELY ONLY 50% USERS UPDATED 

APPS WITHIN FIRST WEEK
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Running out-of-date versions can put you 
at risk from being exploited by web-
based a:acks. Select automa+c updates 
wherever possible.

Greater use of automa+c upda+ng may 
be one solu>on to the outdated so?ware 
problem

Enable automa+c updates if your vendors 
offer it; that will ensure your so?ware is 
always updated, and you won’t have to 
remember to do it yourself. 

“

”
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Research Ques>ons

‣ What user characteris>cs differen>ate those 
Android users who avoid auto-updates from 
those who do auto-update their applica>ons? 

‣ What user characteris>cs explain Android users’ 
preferences towards auto-upda>ng their 
applica>ons?
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User characteris>cs?
‣ Past Nega>ve So?ware 

Upda>ng Experience [Vaniea CHI 
’14, Vaniea CHI ’16, Forget SOUPS ’16] 

‣ Psychometric Traits [Egelman CHI ’15] 

‣ Risk Taking 

‣ Considera>on of Future 
Consequences 

‣ Curiosity and Inquisi>veness

10User Characteristics

‣ Applica>on Specific Factors 
[Mathur SOUPS ’16] 

‣ Trust in App 

‣ Frequency of Use of App 

‣ Importance of App 

‣ Sa>sfac>on with App 

‣ Demographics



Survey

Part One: 
Psychometric 
Scales

Part Two: 
Update se<ngs 
& Preferences

Part Three: 
Past Update 
Experiences
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Survey: Part One

▸ Psychometric Scales 

▸ Domain Specific Risk Taking (DoSpeRT) Scale 

▸ Need For Cogni>on (NFC) scale 

▸ Considera>on for Future Consequences (CFC) scale 

▸ Resistance to Change (RTC) scale 

▸ Past Security Behavior 

▸ Security Behavior Inten>ons (SeBIS) scale

13Method > Survey > Part One



Survey: Part One

▸ Psychometric Scales 

▸ Domain Specific Risk Taking (DoSpeRT) Scale 

▸ Need For Cogni>on (NFC) scale 

▸ Considera>on for Future Consequences (CFC) scale 

▸ Resistance to Change (RTC) scale 

▸ Past Security Behavior 

▸ Security Behavior Inten>ons (SeBIS) scale

Order of Scales & 
Questions Randomized

14Method > Survey > Part One



Survey

Part One: 
Psychometric 
Scales

Part Two: 
Update se<ngs 
& Preferences

Part Three: 
Past Update 
Experiences

15Method > Survey



Survey

Part One: 
Psychometric 
Scales

Part Two: 
Update se<ngs 
& Preferences

Part Three: 
Past Update 
Experiences

16Method > Survey



Survey: Part Two

▸ Report Android Update Se>ngs 

▸ Using labelled instruc>ons
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Survey: Part Two

▸ Report Android Update Se>ngs 

▸ Using labelled instruc>ons 

▸ Report Installed Android Applica>ons. For a 
Maximum of 10 Sampled Applica>ons: 

▸ Comfort auto-upda>ng security and non-security 
updates (0 - 100) 

▸ Importance of, Trust in, Frequency of Use of, and 
Sa>sfac>on with the Applica>on (1 - 5)
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Survey: Part Three

▸ Past Nega+ve So@ware Upda+ng Experience? 

▸ Across any device, so?ware 

▸ Demographics 

▸ Age, Gender, Educa>on

26Method > Survey > Part Three
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Par>cipants

‣ Recruited through Amazon Mechanical Turk 

‣ N = 477 

‣ Age: 69.2% between 18-34 
‣ Gender: 62.3% Male 

29Method > Participants



Par>cipants

‣ Recruited through Amazon Mechanical Turk 

‣ N = 477 

‣ Age: 69.2% between 18-34 
‣ Gender: 62.3% Male 

‣ 67% Reported Auto-upda>ng applica>ons

30Method > Participants



QuesCon One: What user 
characterisCcs differenCate 
those Android users who 
avoid auto-updates from 
those who do auto-update 
their applicaCons?



Analysis: Logis>c regression

‣ Dependent Variable: Auto-update or Not 

‣ Independent Variables: User characteris>cs 

‣ Psychometric scales, SeBIS scores 
‣ Past Nega>ve Experience with So?ware Upda>ng 

‣ Demographics

32Question One > Analysis



Results

Predictor Odds 
Ratio

Odds Ratio 
95% C.I.

p-value

Negative Experience 
[Yes]

2.81 1.75, 4.56 < 0.0001

DoSpeRT—Investment 0.79 0.66, 0.94 < 0.01

DoSpeRT—Ethical 0.75 0.62, 0.91 < 0.01

SeBIS—Proactive 
Awareness

1.42 1.01, 2.01 0.04
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Outcome: Did not Auto-update

Question One > Results



Results

Predictor Odds 
Ratio

Odds Ratio 
95% C.I.

p-value

Negative Experience 
[Yes]

2.81 1.75, 4.56 < 0.0001
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Outcome: Did not Auto-update

Question One > Results

Avoiding Auto-updates is 
associated with Past Negative 
Experiences with Software 
Updates.



Results

Negative Experience Frequency

Version prior to update worked better 36.4%

The update introduced new bugs 34.3%

The update modified the user interface 27.6%

The update took a long time to install 11.3%

The update used up a lot of data 10.7%

35Question One > Results



Results

P298: The iTunes update deleted my 
password and I could not get it back and it 
would not let me know what it was. I also lost 
all the music I had purchased.

P145: The update I downloaded made other 
apps buggy.

P34: Windows 10, or garbage +me, breaks 
preTy much every +me it updates.
“
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Results

Predictor Odds 
Ratio

Odds Ratio 
95% C.I.

p-value

Negative Experience 
[Yes]

2.81 1.75, 4.56 < 0.0001

DoSpeRT—Investment 0.79 0.66, 0.94 < 0.01

DoSpeRT—Ethical 0.75 0.62, 0.91 < 0.01

SeBIS—Proactive 
Awareness

1.42 1.01, 2.01 0.04
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Outcome: Did not Auto-update

Question One > Results



Results

Predictor Odds 
Ratio

Odds Ratio 
95% C.I.

p-value

DoSpeRT—Investment 0.79 0.66, 0.94 < 0.01

DoSpeRT—Ethical 0.75 0.62, 0.91 < 0.01
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Outcome: Did not Auto-update

Question One > Results

Avoiding Auto-updates is 
associated with Lower Risk 
Taking Behavior.



Results

Predictor Odds 
Ratio

Odds Ratio 
95% C.I.

p-value

SeBIS—Proactive 
Awareness

1.42 1.01, 2.01 0.04
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Outcome: Did not Auto-update

Question One > Results

Avoiding Auto-updates is 
associated with Greater Proactive 
Security Behavior.



QuesCon Two: What user 
characterisCcs explain Android 
users’ preferences towards 
auto-updaCng their 
applicaCons?



Analysis: Linear Mixed Effects Model

‣ Dependent Variable: Comfort Score 

‣ Independent Variables: User characteris>cs 

‣ Psychometric scales, SeBIS scores 

‣ Past Nega>ve Experience with So?ware Upda>ng 
‣ Demographics 

▸ Importance, Trust, Frequency of Use,  Sa>sfac>on

41Question Two > Analysis



Analysis: Linear Mixed Effects Model

‣ Dependent Variable: Comfort Score 

‣ Independent Variables: User characteris>cs 

‣ Psychometric scales, SeBIS scores 

‣ Past Nega>ve Experience with So?ware Upda>ng 
‣ Demographics 

▸ Importance, Trust, Frequency of Use,  Sa>sfac>on
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Participants, 
Applications were 
Random Factors.

Question Two > Analysis



Results

Predictor Estimate Estimate 95% 
C.I. p-value

Negative Experience 
[Yes] —7.39  —11.49, —3.29 < 0.001

Update Type [Security] 6.76 6.03, 7.49 < 0.0001

Trust 7.29 6.61, 7.96 < 0.0001
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Outcome: Comfort Score with Auto-updating

Question Two > Results



Results

Predictor Estimate Estimate 95% 
C.I. p-value

Negative Experience 
[Yes] —7.39  —11.49, —3.29 < 0.001

44

Outcome: Comfort Score with Auto-updating

Question Two > Results

Past Negative Experience with 
Software Updates made Auto-
updating Less Comfortable.



Results

Predictor Estimate Estimate 95% 
C.I. p-value

Update Type [Security] 6.76 6.03, 7.49 < 0.0001
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Outcome: Comfort Score with Auto-updating

Question Two > Results

Security Updates Made Auto-
updating More Comfortable.



Results

Predictor Estimate Estimate 95% 
C.I. p-value

Trust 7.29 6.61, 7.96 < 0.0001

46

Outcome: Comfort Score with Auto-updating

Question Two > Results

Trust in Application Made 
Auto-updating More 
Comfortable.



Implica>on #1

▸ Improve Auto-update Interfaces: Make Update 
Rollbacks/Recovery More Accessible 

▸May increase confidence in auto-upda+ng 

▸ Open Ques+ons: 

▸ Security vs Non-security updates 

▸ Inform users about effects of rollback 

▸ Rollback un+l when?

47Implications



Implica>on #2

▸ Examine Update Development Prac+ces: 

▸ Beyond end-users: How do so@ware 
developers decide, build and test updates? 

▸ How do these prac+ces lead to nega+ve 
experiences for end-users?

48Implications



Implica>on #3

▸ Improve Auto-update Interfaces: Design and 
evaluate messaging using risk-taking traits 

▸ Financial risk: “Not switching auto-updates on 
for security updates increases the chances of 
someone gaining access to your bank account or 
stealing your credit card informa9on” 

▸ Open Ques+ons:  

▸Medium, +ming of messages & evalua+on

49Implications



Implica>on #4

▸ Personalize Mobile Auto-update Systems: 

▸ Use Trust and Security updates as factors to 
decide which applica+ons to auto-update 

▸ Open Ques+ons:  

▸What are some proxies for trust in an 
applica+on, and can these be inferred?

50Implications



IMPACT OF USER CHARACTERISTICS 
ON ATTITUDES TOWARDS AUTOMATIC 
ANDROID APPLICATION UPDATES

Arunesh Mathur 

@aruneshmathur 
h,p://aruneshmathur.co.in


