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Americans and
Cybersecurity

Many Americans do not trust modern institutions to protect their
personal data — even as they frequently neglect cybersecurity best
practices in their own personal lives

Abstract information and deploy the transport layer security
protocol (TLS) to protect data in transit. Previous
research uncovered security issues with TLS in mo-
bile apps [7, 8. 9, 2, 22] that highlight that developers
have problems with implementing correct certificate
ralidation while users are challenged by TLS intersti-
tials. Furthermore, the default TLS implementation

For increased security during TLS certificate valida-
tion, a common recommendation is to use a vari-
ation of pinning. Especially non-browser software
developers are encouraged to limit the number of
trusted certificates to a minimum, since the default
CA-based approach is known to be vulnerable to se-
rious security threats.

The decision for or against pinning is always a trade-
off between increasing security and keeping mainte-
nance efforts at an acceptable level. In this paper,
we present an extensive study on the applicability

on Android receives criticism [24, 18]: Adopted from
web-browsers, default TLS certificate validation re-
lies on a huge number of root CAs pre-installed on
all Android devices [24]. Hence, all Android apps
suffer from the same issues as web-browsers: A single
malicious CA is able to conduct Man-In-The-Middle
attacks (MITMAs) against all apps trusting the re-
spective certificate. To make things even worse, Fahl
et al. [8] uncovered that in 97% of all cases where
developers implemented their own certificate valida-
tion strategy, they turned off validation entirely and
left their apps vulnerable to MITMAs with arbitrary
certificates, i.e. every active network attacker was
able to attack successfully.

BY Kenneth Olmstead and Aaron Smith of pinning for non-browser software by analyzing
639,283 Android apps. Conservatively, we propose
pinning as an appropriate strategy for 11,547 (1.8%)
apps or for 45,247 TLS connections (4.25%) in our
sample set. With a more optimistic classification of
borderline cases, we propose pinning for considera-
tion for 58,817 (9.1%) apps or for 140,020 (3.8%")
TLS connections. This weakens the assumption that
pinning is a widely usable strategy for TLS security
in non-browser software. However, in a nominal-

FOR MEDIA OR OTHER INQUIRIES: NP N _ reral ¢
Pinning is often recommended as a general coun-

Lee Rainie, Director, Internet, Science and actual comparison, we find that only 45 apps ac- termeasure to tackle the weakest link in the CA-
echnology Research tually implement pinning. We collected developer based infrastructure [l. 14, 17. h] We use the term
Aaron Smith, Associate Director, Research feedback from 45 respondents and learned that only pinning in this paper to include both pinning the
Dana Page, Senior Communications Manager a quarter of them grasp the concept of pinning, but complete X.509 certificate or only the certificate’s
202.419.4372 still find pinning too complex to use. Based on their public key. Instead of trusting a large set of root
ww.pewresearch.org feedback, we built an easy-to-use web-application CAs that come pre-installed with the operating sys-

tem, software limits the set of certificates it trusts
to pins, which can be single leaf certificates, single
root CA certificates or a set of certificates. Pin-
ning is a straightforward mechanism and its de-

that supports developers in the decision process and
guides them through the correct deployment of a
pinning-protected TLS implementation.

plovment does not require changes to the current
1 Introduction CA infrastructure. However, pinning has not found
widespread adoption yet. While limiting the number
of trusted certificates drastically increases security,
pinning doesn’t come for free: Embedding trusted

Android is the major platform for mobile users and
mobile app developers. Many apps handle sensitive

!This smaller percentage in the optimistic case is caused certificates into an app requires app updates when-

COMMENDED CITATION: Pew Research Center, January, 2017, *Americans and Cybersecurit

by a different prevalence of third party library use. ever the pins (']l&lllg('. Hence, the decision whether
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Enable automatic updates if your vendors
offer it; that will ensure your software is
always updated, and you won’t have to
remember to do it yourself.

Greater use of automatic updating may
be one solution to the outdated software
problem

Running out-of-date versions can put you
at risk from being exploited by web-
based attacks. Select automatic updates
wherever possible.



Do not auto-update apps

Auto-update apps at any time.
Data charges may apply.

Auto-update apps over WI-Fi

@
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Cancel




Research Questions

What user characteristics differentiate those
Android users who avoid auto-updates from
those who do auto-update their applications?

What user characteristics explain Android users’
preferences towards auto-updating their
applications?



User characteristics?

Past Negative Software Application Specific Factors
Updating Experience [vaniea CHI [Mathur SOUPS “16]
'14, Vaniea CHI '16, Forget SOUPS '16] .
Trust In App
Psychometric Traits '
Y e Frequency of Use of App

Risk Taking Importance of App

Considerats f Fut : : ;
onsideration or FUture Satisfaction with App

Consequences

Curiosity and Inquisitiveness Demographics



Survey
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Survey: Part One

Psychometric Scales
Domain Specific Risk Taking (DoSpeRT) Scale
Need For Cognition (NFC) scale
Consideration for Future Consequences (CFC) scale
Resistance to Change (RTC) scale
Past Security Behavior

Security Behavior Intentions (SeBIS) scale
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Survey: Part Two

Report Android Update Settings

Using labelled instructions



10. Please report the following update settings for your Android device by following the instructions in the images below.

e_ = 4 56% §10.05

Touchthe | "
menu icon Never Stop Learning
Open the Continue your education with thése apps
Google
Play Store monn
App APPS & GAMES ENTERTAINMENT

—— D

New + Updated Games MORE

Tap Adven- Star Trek
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Survey: Part Two

Report Android Update Settings

Using labelled instructions



Survey: Part Two

Report Android Update Settings
Using labelled instructions

Report Installed Android Applications



13. The following is a list of the most downloaded Android apps from the Google Play Store.

From this list, please select ALL the ones you have installed on your Android phone. *

YAHOO!

ZEDGE™ Ringtones & Yahoo Mail
Wallpapers

Super-Bright LED Flashlight

Temple Run Twitter

Wecta winrgom W pou [l Fcowmpowsuds




Survey: Part Two

Report Android Update Settings
Using labelled instructions

Report Installed Android Applications



Survey: Part Two

Report Android Update Settings
Using labelled instructions

Report Installed Android Applications. For a
Maximum of 10 Sampled Applications:

Comfort auto-updating security and non-security
updates (0O - 100)

Importance of, Trust in, Frequency of Use of, and
Satisfaction with the Application (1 - 5)
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Survey: Part Three

Past Negative Software Updating Experience?
Across any device, software
Demographics

Age, Gender, Education
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Participants

Recruited through Amazon Mechanical Turk
N =477

Age: 69.2% between 18-34

Gender: 62.3% Male
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6/% Reported Auto-updating applications



Question One: What user
characteristics differentiate
those Android users who
avoid auto-updates from
those who do auto-update
their applications?




Analysis: Logistic regression

Dependent Variable: Auto-update or Not
Independent Variables: User characteristics
Psychometric scales, SeBIS scores
Past Negative Experience with Software Updating

Demographics



Question One > Results

Results

33

Outcome: Did not Auto-update

Negative Experience
[Yes]

DoSpeRT-Investment

DoSpeRT-Ethical

SeBIS-Proactive
Awareness

2.8 1.75,4.56 < 0.0001
0.79 0.66,0.94 < 0.01
0.75 0.62,0.91 < 0.01
1.42 1.01, 2.01 0.04



Question One > Results

Results

Outcome: Did not Auto-update

34

Negative Experience 2.81 1.75,4.56 < 0.0001
[Yes]
k Avolding Auto-updates is
associated with Past Negative

Experiences with Sof
Updates.

CWAYeE



Question One > Results 35

Results
Version prior to update worked better 36.4%
The update introduced new bugs 34.3%
The update modified the user interface 27.6%
The update took a long time to install 11.3%

The update used up a lot of data 10.7%



Results

P34: Windows 10, or garbage time, breaks
pretty much every time it updates.

P145: The update | downloaded made other
apps buggy.

P298: The iTunes update deleted my
password and | could not get it back and it
would not let me know what it was. | also lost
all the music | had purchased.



Question One > Results

Results

37

Outcome: Did not Auto-update

Negative Experience
[Yes]

DoSpeRT-Investment

DoSpeRT-Ethical

SeBIS-Proactive
Awareness

2.8 1.75,4.56 < 0.0001
0.79 0.66,0.94 < 0.01
0.75 0.62,0.91 < 0.01
1.42 1.01, 2.01 0.04



Question One > Results 38

Results

Outcome: Did not Auto-update

DoSpeRT-Investment 0.79 0.66, 0.94 < 0.01

DoSpeRT-Ethical 0.75 0.62,0.91 < 0.01

\ Avolding Auto-updates LS

assoctated with Lower Risk
Taking Behavior.



Question One > Results 39

Results

Outcome: Did not Auto-update

Avolding Auto-updates LS

assoctated with Greater Proactive
Security Behavior.

SeBIS-Proactive

1.42 1.01, 2.01 0.04
Awareness



Question Two: What user
characteristics explain Android
users’ preferences towards
auto-updating their
applications?




Analysis: Linear Mixed Effects Model

Dependent Variable: Comfort Score

Independent Variables: User characteristics
Psychometric scales, SeBIS scores
Past Negative Experience with Software Updating
Demographics

Importance, Trust, Frequency of Use, Satisfaction



Analysis: Linear Mixed Effects Model

k Particlpants,
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Dependent Variable: Comfort Score - TS,
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Past Negative Experience with Software Updating
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Importance, Trust, Frequency of Use, Satisfaction



Question Two > Results 43

Results

Outcome: Comfort Score with Auto-updating

Negative Experience

—7. -11.49, -3. .001
Yes) 7.39 11.49,-3.29 < 0.00

Update Type [Security] 6.76 6.03,7.49 < 0.0001

Trust 7.29 6.61,7.96 < 0.0001



Question Two > Results L4

Results

Outcome: Comfort Score with Auto-updating

Negative Experience

—7. -11.49, -3. .001
Yes) 7.39 11.49,-3.29 < 0.00

\ Past Negative Experience with
Software Updates made Auto-

updating Less Comfortable.



Question Two > Results 45

Results

Outcome: Comfort Score with Auto-updating

Update Type [Security] 6.76 6.03,7.49 < 0.0001

L securi’cg Updates Made Auto-

updating More Comfortable.



Question Two > Results 46

Results

Outcome: Comfort Score with Auto-updating

Trust Ln AppLicatiow Made
Auto-—quolatiwg Movre
{ Comfortable.

Trust 71.29 6.61,7.96 < 0.0001



Implication #1

Improve Auto-update Interfaces: Make Update
Rollbacks/Recovery More Accessible

May increase confidence in auto-updating
Open Questions:

Security vs Non-security updates

Inform users about effects of rollback

Rollback until when?



Implication #2

Examine Update Development Practices:

Beyond end-users: How do software
developers decide, build and test updates?

How do these practices lead to negative
experiences for end-users?



Implication #3

Improve Auto-update Interfaces: Designh and
evaluate messaging using risk-taking traits

Financial risk: “Not switching auto-updates on

for security updates increases the chances of
someone gaining access to your bank account or
stealing your credit card information”

Open Questions:

Medium, timing of messages & evaluation



Implication #4

Personalize Mobile Auto-update Systems:

Use Trust and Security updates as factors to
decide which applications to auto-update

Open Questions:

What are some proxies for trust in an
application, and can these be inferred?
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